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Hukonac Aitorot

Komnanua  "UzAssystem" -  mexayHapoAHas  MHXMHUPUHIOBAA  KOMMAHWUA,
OCYyLLEeCTBAAOWANA CBOKO AeATe/IbHOCTb B chepax aTOMHOM, TPagUUMOHHON W
BO30OHOB/IAEMOWN 3HEPreTUKM, MHDPACTPYKType U TpaHcnopTe. OHa BHOCUT CBOI BKN1a4 B
YCKOPEHWEe 3HepreTMyeckoro nepexoga, paboraa Ha MMPOBOM YPOBHE HaZ Pa3BUTUEM
AeKapbOoHM3MPOBAHHOM 3/IEKTPO3HEPTUM, NOCPEACTBOM MPOU3BOACTBA U pacnpeseneHus,
YAYYLWEHNA MHOPACTPYKTYpPbl M CeTel, a TaKKe nyTem pa3paboTKM HOBbIX BUAOB
MCNONb30BaHUA 3NeKTpoaHeprun. [oapepwueana 310, UzAssystem paccmaTtpuBaet
UMOPOBYIO AEATENbHOCTb KaK YCNYry SHEpPreTM4ecKoro nepexoaa, HanpaBaeHHY Ha ero
YyCKOpeHue.

‘ ‘ Mbi cuntaem B€30MaCHOCTb mop,eﬁ, n

Ka4yecCcTBO BbiNOJ/IHEHUA paGOT

KpaeyrosibHbIMM KaMHAMW Hallero ycnexa m
KAo4YeBbIMA (I)aKTOpaMM yA40BNETBOPEHHOCTHU

Hawunx 3aKa3uymnKoB. , ’

Takum obpazom, komnaHuma "UzAssystem" — 3To He3aBMCUMMaAA OT TEXHONOTUIA KOMMNAHUS,
NPM3HaHHAsA 3a CBOK BO3MOKHOCTb YMPaB/ATb C/AOXHbIMM MPOEKTaMU C BbICOKMMMU
HOPMATUBHbIMM  CTaBKamu. [leATenbHOCTb KOMMAHMWM  OXBaTbiBaeT Yynpas/eHUue
NPOEKTaMM, KOHCANTUHI, MNPOEKTUPOBAHUE, WHKEHEPHO-TEONIOTMYECKNE U3bICKAHUA
NNOWaAKN U SKONOTUYECKUE YCAYTU.

Hukonac AioroTt
FasHbIY ynpasaaowmumn UzAssystem

29.03.2024
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nasHbIK ynpasaaowmm UzAssystem

HALLUE CTPEMJIEHUE K COBEPLLUEHCTBY HA MUPOBOM YPOBHE

BbinonHeHWEe NPOEKTOB Ha MeXAYHAapOAHOM YPOBHE M obecrneyeHMe TPaHCIPaHUYHOWM
COMNacoBaHHOCTM ABAAIOTCA KAatodeBbiMM ana “UzAssystem” u npeactaBnaiT cobomn
cepbe3Hoe ucnbiTaHue. [na yKpenaeHUa KOHKYPEHTHOro NPemMMyLLEeCTBa Ba*KHO, YTOObI
¢nnocodpuma (DNA) komnaHum rnyboKo yKopeHunacb, NoaaepXmMBanacb 1 COXpaHaaach Ans
HageKHoro byayuiero copepLIeHCTBa.

Takum 06pasom, Mbl CTpemMMmcsa TpaHcPOPMMPOBATb HawmM MeToabl M obecneynTb
NOCTOSAHHOE YyNyylleHMe Halwel cucteMbl ynpaBaeHua. “UzAssystem” Takke obAsyeTca
obecneumBaTb MPO3PAYHOCTb U AMANOr B OTYETHOCTM O pe3y/nbTaTax AeATe/bHOCTU C
opraHamu BNacTu 1 Nt0bbIMKU APYTMMM 3aUHTEPECOBAHHbIMM CTOPOHAMM.

PykoBoacteBo “UzAssystem” 6yaeT akTMBHO NpoaBUraTb U BHEAPATb AaHHYIO NOJINUTUKY U
0b6a3aTenbCcTBa, NoAaBas TeEM cCaMbiM Npumep. Bce coTpygHuKm byayT BHOCUTbL CBOM BKNAA,
B paMKax cBouX GYHKUMMN Ha Bnaro Bcex.

[laHHas NoOAUTUKa PacnpoCTPaHAETCA Ha Hally AeATe/NIbHOCTb BO BCEX PErMoHax, rae Mol
pabotaem, n obecneynsaeT OCHOBY A1 NMOCTAaHOBKM Uenen. B Kaxkaoi ctpaHe u busHec-
eaMHULE 3TU NPUHUMMbI U3/I0XKEHbl B CTPaTErMyeckux njaHax AeUCTBUM, AOPOMKHbIX
KapTax M Uuensx, CPOKYCMPOBAHHbLIX Ha PUCKAX, BO3HUKAOWMX B KOHTEKCTE WX
NeATeNbHOCTU.

[aHHaA nonAuTMKa OO0BOAUTCA OO0 CBEAEHMA M NPeAOoCTaBAAseTCs BCEM COTPYAHMKaM,
3aKasunKaMm, akLMoHepam, coobLecTBam U ApYyrMm 3anHTEPECOBaHHbIM /IMLLAM, KOTOPbIE
3anpalwmBaoT MHGopmaumtio.
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NMOJIMTUKA UZASSYSTEM B
OBJ/IACTU OXPAHDLI TPYOA U
TEXHUKU BESONACHOCTWU

HALLUU OBA3ATE/IbCTBA MO OXPAHE TPYAA U
TEXHUKE BE3OMNACHOCTHU

MOCTOAHHO CTaNKMBasACb C HOBbIMU MCMbITaHUAMU B 06/1aCTM OXpaHbl Tpyaa W
6€e30MacHOCTU, Mbl [OJIKHbl 33a4yMaTbCA M PACCMOTPETb Hall MOAXO4 K 340POBblO,
6€30MacHOCTU M 61aronoyYnto HalMX COTPYAHWKOB MO BCEMY MMPY, YTOObI yay4ylwnTb
ero. Mbl KOMZIEKTUBHO MOBbILWAEM M Pa3BMBaeM Ky/abTypy M meToabl 6e3onacHocTy,
BMECTe C HalWWMMM 3aKa3uymMKamm, B rpynnax 1 pyKkoBoACTBE.

Bo Bcex reorpaduueckux permoHax U HanpasAeHUAX OEATE/IbHOCTU Mbl CTpeMUMCA K
TOMY, YTO6DbI:

MNpenoTBpaTUTb U CHU3UTL PUCKK B obnactu OXpPaHbl Tpyda U I'IpOMbILLIfIEHHOVI
O 1 6e30MacHOCTH, CBA3AHHbIE C HALLEen AeATENbHOCTbIO.

ObecneunTtb 6€30nacHble M 340pOBble YCNOBUA TPyAad ANA NpeaoTBpaLLeHus
TpaBM 1 3aboneBaHU, CBA3AHHbIX C PaboTOMN.

ObecneuynTb, YTOOblI COTPYAHMKU ObIANM OCBEAOMJIEHbI O CBA3@HHbIX C HUMW
03 puckax wn obnaganM HeobxoAMMOW KOMMNETeHUMen AN BbINOJHEHUS
0XMOaemMblxX OT HUX 3a4au.

Ona OOCTUXKEHUA 3TOWM Lenu, NyTem KOHCYAbTauWi M yyacTMA HalWMX COTPYAHUKOB U
APYrnxX CTOPOH, Mbl 06s3yemca npeaocTaBnaTb HeobxoaMMble pecypcbl, NO3BOAsIOLLME
HaM He TOJIbKO cobat04aThb, HO M BbIXOAUTb 33 PaMKM TpeboBaHUM 3aKOHOB, HOPMATUBHbIX
aKToB U Apyrux TpeboBaHMN B CTpaHax, rae Mbl paboTaem. ITO BKAlO4YaeT TpeboBaHMA
3aKa3umMKa B OTHOLLUEHMM 6e30NacHOCTM NPU OCYLLECTBAEHUM CBOEM AeATeIbHOCTU, B TOM
yncne obsasatenbcTea nepes cybnoapsa4YMKaMm 1 3aMHTEPECOBaHHbIMM CTOPOHAMM.

assystem

HALLA LLE/b

BbiTb B 6e3o0nacHOCTU U

340pPOBbIMU

HALUE KN4 U HAWWW LUENU

KoapdpuumeHt 4yactotbl TpaBm ¢
notepei pabouyero BpemeHum

KoadpduumeHt nortepu pabouero
AHA

OTcytctBMe
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NOMTNTUKA UZASSYSTEM B
OBJIACTU KAHECTBA

HALLUUN OBA3ATE/IbCTBA B OBJZIACTU
BbIMNO/IHEHUA N COBEPLULEHCTBOBAHWA

“UzAssystem” paccmaTpuBaeT KayecTBO KaK pblyar NpousBOAUTENbHOCTU U CTPEMMUTCA
OCYLLLECTBNATL CBOK [AEATENbHOCTb C MOCTOSAHHOW 3a60TOM O rapaHTUM KadyecTBa Ha
NPOTAMXEHMUN BCErO KM3HEHHOMO LMKNA BbINONHEHMA PaboT, CTPEMACH K COBEPLLEHCTBY
ANA CBOMX 3aKa3uyMKOB, 3aMHTEPECOBAHHbIX CTOPOH W COOOLLECTB, B KOTOPbIX OHa
OCYLLLEeCTBASET CBOO AEATENbHOCTD.

Bo Bcex reorpadnueckux permoHax u HanpasAeHUAX AeATE/IbHOCTU Mbl CTPEMUMCS K
TOMY, YTO6bI:

O 1 MoHMMaTb U BbINOJIHATL TpEGOBaHMﬂ N OXNOQHUA HAWMX 3aKa34YMKOB.

NoppepmneaTb U pa3BuMBaTb KyNbTypy obmeHa 3HaHUAMMU AN1A nosblleHUA
02 HaWKnX HaBblKOB WU BOSMO)KHOCTEVI, 4yTObbI NPOTUBOCTOATb UCMbITAHUAM
3aBTpallHero gHA.

03 MpumeHATb 0buMe MeToA40N0rMKM NepenoBoir NPaKTUKM ANA BbIMOAHEHUA U
obecneyeHmns KayecTsa BbINOJHAEMbIX HamMK paborT.

[na [OCTUMKEHMA 3TOW LeAn Mbl NpPeaocTaBUM HeobxoAumble pecypcbl, KOTopble
MO3BOJIAT HaM A0CTMYb TPpeboBaHMI 3aKa3uMKa B OTHOLLEHMM KayecTBa NPu BbIMOAHEHUN
CBOEN [eATeNbHOCTM, BKAOYas ero obssatenbcTea nepes cybnogpsavMkamu U
3aMHTEPecoBaHHbIMW CTOPOHAMM, B COOTBETCTBMMU C TPeHOBAHUAMM 3aKOHOB M NPaBuUA B
CTPaHax, B KOTOPbIX Mbl OCYLLLECTBNSEM CBOI AEATE/IbHOCTb.

assystem

HALLA LLE/b

% BbiTb NpeBOCXOAHbIMU U
BCerga BbINO/NHATb CBOM
oba3arennbcrBa

HALLE KN4 U HALUW LLEJIU

YaoBneTBOPEeHHOCTb 3aKa3umKa

Mokasatenb N0ANbBHOCTU
3aka3uukos (NPS)

BbinonHeHMe B CPOK

KauecTBO B CpOK
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NO/IMTUKA UZASSYSTEM B
OBJIACTU
WHOPOPMALMOHHOMU
BE3OMACHOCTMU

HALLU OBA3ATENBCTBA NO OBECMNEYEHUIO
UHPOPMALIMOHHOU BE3OMNACHOCTU

“UzAssystem” cTpemuTcs OTCneXuBaTb W NpenoTBpawatbe Atobble  MNOMNbITKKU
9KOHOMMYECKOM pasBeaKM B LENAX COXPAHEHWUA CBOWMX aKTUBOB M HOY-Xay, a TaKXKe
aKTMBOB M HOY-Xay CBOUX 3aUHTEPECOBAHHbIX CTOPOH.

[ns atoro “UzAssystem” paspabatbiBaeT U noaaep»KMBaeT NpPoLeccbl, MoAe N NoBeAeHns
N UHGOPMALMOHHbIE TEXHOJIOTMKM, KOTOpble MO3BONAKT €M 3awumlaTbCs OT BCex

CYLLLECTBYIOLWMX U ByayLWwmMX yrpos.

Bo Bcex reorpaduueckmux permoHax U HanpasieHUAX OEeATe/IbHOCTU Mbl CTPEeMUMCA K
TOMY, YTO6bI:

MpoaKTMBHO BbIABAATb, OLEHMBATb, NPEAOTBPALLATbL WU CMArYaTb PUCKU
nHPopmaLMOHHOM 6e30NacHOCTM AN1A 3aLLNTbI HALLIMX aKTUBOB M aKTUBOB HALLMX
3aKa34unKoB.

BHeapAaTb  onepaumoHHble  Npoueaypbl, MeponpuUATUA,  UHCTPYMEHTHI
MHPopMaLMOHHOM 6E30NacHOCTM U KOHTPO/IMPOBATb UX 3PPEKTUBHOCTb ANA
BbINO/NHEHWNA BHYTPEHHUX U BHELHMX TpeboBaHM.

OnAa [pOCTUXKEHMA 3TOM LENnM Mbl NpeaocTaBMM Heobxogumblie pecypcbl, KOTOpble
NO3BONAT HAaM BbIMOJIHUTL TPeboBaHNA 3aKa3uMKOB M OPraHOB BAACTU, a TaKKe BHEAPUM
onepaunoHHble npoueaypbl W MeponpuATMA AN8 NpefoTBPaLLEHMA  PUCKOB MU
MOHUTOPUHIa 3PpPEKTUBHOCTU HALLEN CUCTEMbI YNIPaBAEHNSA MHDOPMALMEN.

2024 2025
OdunumnanbHble XKanobbi, nocrynuewine OT
K/IMEHTOB/OpraHoB  BNacCTU B appec <5
UzAssystem no noBogy HapyweHUA nNpaBun Honb
MHPopmauuoHHOU 6e30nNacHOCTU HaWKMMU MakKc 1
COTPYAHUKAMU
KpynHbie* WUHumMaeHTbl MHPOPMaALUOHHOMN
6e30MacHOCTM, O KOTOpbIX coobwunn <20 <10
KAneHTbl uam Assystem MaKe 2 MaKe 2
(knneHTBLI MAK cainTbl Assystem)
% COTPYAHUKOB, npolweglwux obyyeHue no
MOAYNI0 3N1eKTPOHHOro obyuyeHua [pynnbi > 80% 95%
be3onacHOCTb AAHHbIX
Nepepaua cBegeHun o CYUB wuau
KubepbesonacHoctu B UzAssystem pgns a 3
NPUHATUA NOCNeAYIOWUX mep

* KpynHoe npoucwecmesue: cmompume npouedypy ynpasneHus npoucwecmauamu GISG 07 (cmp. 7)
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https://assystemgroup.sharepoint.com/sites/JVIMS/Shared%20Documents/04%20Guidances/J-INFORMATION_SECURITY/GISG%2007%20Incident%20and%20vulnerability%20management%20EN.pdf?CT=1711692885441&OR=ItemsView

